UBND TINH PONGNAI ~ CONG HOA XA HOI CHU NGHIA VIET NAM
SO GIAO THONG VAN TAI Doc 1ap - Tu do - Hanh phiic

$6: 30K L /SGTVT-VP Déong Nai, ngayd thang 6 nam 2017

V/v trién khai phong ngira, ngin
chan tin cdng cia mi ddc tong
tién Wannacry va ElternalRocks.

Kinh gui:
- Cac don vi su nghiép truc thude So;
- Thanh tra Sé.

_Cén ctr Vén ban 56 964/STTTT-VP ngay 20/6/2017 cua S¢ Thong tin va
Truyén thong tinh Pong Nai vé viée trién khai phong ngura, ngén chén tan cong
cia mé dgc tong ticn Wannacry va ma doc méi ElternalRocks.

S& Giao thong vén tai dé& nghi cac don vi sy nghiép tryc thuge S¢, Thanh
tra SO trién nhanh chong thuc hién trien khai theo huéng dan tai:

- Vin ban sé 80/VNCERT-DPUC ngay 09/3/2016 va Vin ban sb
123/VNCERT-DPUC ngay 24/4/2017 theo dia chi :

http://www.vncert.gov.vn/baiviet.php?1d=24

http://www.vncert.gov.vn/baiviet.php?id=52
- Van ban sb 126/CV-BKAV17 ngay 30/5/2017 (file dinh kém).

Trén day la nhitng mi doc rat nguy hidm, co thé danh cap théng tin va ma
hoa toan bd méy chi hé théng gy ra nhiéu hau qua nghiém trong. Pé nghi, cac
don vi kiém tra ra soat lai hé thong va thue hién theo ding huéng dan trén./.

Noi nhin: TL GIAM DOC
- Nhu trén;

- Ban Giam dbc S&;
- Luun: VT, VP.

Nio Thién Anh Minh






CONG TY CO PHAN BKAV CONG HOA XA HOI CHUNGHIA VIET NAM
Dic lap - Ty do - Hanh phie

Sa: 126/CV-BKAVI? Ha Noi, ngay 30 thang 03 nam 2017
I Canhr bao ma dge méi Eternal Rocks
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iso THANG T V) TRUYEN THDH

. p th givi: S& Théng tin va Truyén thong tinh Pong Nai

~
CONG.VAN PEN ! |
( DBkgv !ﬁ;k,f_ Vi lam viée trong linh vire vé an ninh mang tai Viét Nam.

Miy ngdy qua xuat hién mi doc méi LternalRocks khai thac cac 16 hong dich va SMB
dé phat tan rén cac thiét bj Windows. Ma doc nay khéng nhiam muyc dich téng ticn
nhu WannaCry {trong canh bao trude cia Bkav) ma dm thim nam vang, ¢6 thé duoe

str dung dé thye hién cdc cude tAn cong c6 chua dich APT.

Sau khi lay nhiém vao may tinh, d¢ tranh bi phat hién, EternalRocks tai vé trinh duyét
dn danh Tor, sau d6 dong trinh duyét ndy két ndi véi miy cha diéu khién (C&C
server). Déng thoi, ma doe ciing "an minh" 24 gid sau moi két ndi 161 may chi diéu
khién va tai vé cac cong cy khai thac 16 héng SMB. Tiép dén, EternalRocks quét trén

mang, tim ra cic may tinh ¢é 16 héng SMB va tu lay nhiém sang.

Vai 52% may tinh tai Viét Nam, tire 1a khodng 4 triéu miy chua duge va cac 10 hdng
SMB -- cée 16 hing dang bj WannaCry va LternalRocks khai thac d€ tan cong, nguy

co mat an ninh 14 rat lon.
Tham khao thém thong tin:

M3 doc moi ElernalRocks ¢6 thé [ay réng hon WannaCry, nguy ¢o tdn ¢ong APT

Bkav xin khuyén cio don vi tai cong cy quét. kiém tra 16 hong i

Bkav.com.vi/Tool/Check WanCry.exe va cip nht han va theo hirdmg din.

Pé phong ngira nguy co ma dde tan edng, nén sao luu dir lidu thudmg xuyén, cip nhat
ban va cho hé diGu hanh. Chi mé cdc file viin ban nhan tr Internet trong moi trudmg
cach Iy Safe Run va cai phin mém diét virus thudmg true trén may tinh dé duge bio

vé tu ddng.
Trong trudmg hop cén su trg giap, xin lién hé:
B phin an ninh mang — Cong ty C6 phan Bkav

Toa nha Bkav. dudme Duone Dinh Neblid. Yén Hoa, Cia Gide. Ha NGi



Di déng: 0904 768 799 (Nguy&n Tudn Anh)

Email: Security@bkav.com
Xin trin trong cim on./.
Noi nhin:

- Nhur kinh guri;
- L VP,

CONG TY CO PHAN BKAV
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CONG TY CO PHAN BKAV CONG HOA XA HOI CHU NGIHA VIET NAM

Déc lap - Ty do - Hanh phae

AL e K AT
Sa: 1 20/CV-BRAVE 112 Noi, ngay 27 thang 05 nim 2017
Vv Canh bdo ma dée t6ng tién

Wannacry.

13 e oeET, o3l A . o g A ~ - 5 A B
Kinh giii: S¢ Thong tin va Truycén thong tinh Dong Nai
Bkav la dom vi lam vi€e trong linh vuc vé an ninh mang @i Viét Nam.

Miy ngay qua ma déc ma hoa dir li¢u tdng tién WannaCry dang phat tan manh mé trén
thé pidi. Tai Viét Nam, théng ké tir Hé théng giam sat virus ciia Bkav cho thdy da ¢o
hon 1.900 may tinh bi ldy nhiém ma doc. Trong dé, khoang 1.600 mdy tinh duge ghi
nhén tai 243 co quan, doanh nghi¢p va khoang 300 may tinh 1a caa ngudi sir dung cad
nhén.

WannaCry tin cdng vao may nan nhin qua file dinh kém email hodic link ddc hai, nhu
cae dong ransomware khac. Tuy nhién, ma ddc ndy duoe bd sung kha nang 1y nhiém
rén cdc may linh ngang hang. Cu thé, WannaCry s& quét todn bo cac may tinh trong
cling mang dé tim kiém thiét bi chira 15 héng EternalBlue ¢ia dich vy SMB (trén hé
diéu hanh Windows). Tir do, ma doc c6 thé lay lan vio ciac may co 16 hdng ma khong

A R I : A sa e 31 . . ~ .
can ngudi dang phai thao tac truc tiép vai file dinh kém hay link dée hai.

Tham khdo thém thoéng tin:

Hon 1.900 mav tinh 1dy nhiém WamaCry tai Viét Nam

52% may tinh tai Viét Nam c6 thé bi tin cong boi WannaCry

Bkav phat hanh ¢6ng cu mién phi kiém tra WannaCry

.y~ . . . « X 4 + v
Da ghi nhin cde truong hop nhicm WannaCry tai Viét Nam

Bkav xin khuyén cdo don vi tai cong cu quét. Kiém tra 10 hong  tai

Bkav.com.vn/Tool/Check WanCry.exe va ¢dp nhit ban va theo hudng dén.

Dé phong ngira nguy co ma doc tan cong, nén sao luu dir licu thudmg xuyén. ¢ip nhit
ban va cho hé diéu hanh. Chi mé cac file vin ban nhin tr Internet trong mdi trudng
cach ly Safe Run va cai phan mém diét virus thuong trye trén may tinh d¢ duoc bio vé

tur dong.
Trong trudmg hop cin sur trg giap. xin Bén hé:
B4 phén an ninh mang ~ Cong ty CO phan Bkav

Toa nha Bkav, dudmne Duone Pinh Nehé, Yén Hoa, Cau Giav. Ha Now



Di dong: 0904 768 799 — Nguyén Tudn Anh
Email: Security@bkav.com
Xin tran trong cdam on!
Noi nhin: CONG TY CO PHAN BKAV

- Nhur kinh guri;
- L VP,




